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--- Report generated: 2009-03-16 15:28 ---

wWin32.Agent.pz: [SBI $8980C6CD] mmﬁﬁizmm (Registry value, nothing done)
HKEY_USERS\S-1-5-20\Software\Microsoft\windows NT\Currentversion\Network\UID

win32.Agent.pz: [SBI $OF1C75F7] settings (Registry value, nothing done)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows NT\Currentversion\Network\UID

win32.Tpss.rtk: [SBI $4282F672] File (File, nothing done)
c:\wWINDOWS\system32\twain32\local.ds
Properties.size=41342
Properties.md5=D391A8C8F4C16196C65387B5E5338ECS
properties.filedate=1236280681
properties.filedatetext=2009-03-05 12:18:01

win32.TDss.rtk: [SBI $177085c9] File (File, nothing done)
C:\WINDOWS\system32\twain32\user.ds
Properties.size=45880
Properties.md5=759829AD7C0B728174B2579DE7 2AAED1
Properties.filedate=1236213095
Properties.filedatetext=2009-03-04 17:31:35

wWin32.TDss.rtk: [SBI $8436cc7B] File (File, nothing done)
C:\WINDOWS\system32\twain32\user.ds.111
Properties.size=78862
Properties.md5=FA539A5A7CBEEQEDF83D01EDD79C567E
Properties.filedate=1236119333
Properties.filedatetext=2009-03-03 15:28:53

win32.Tpss.rtk: [SBI $3341D837] pProgram directory (Directory, nothing done)
C:\WINDOWS\system32\twain32\

win32.TDss.rtk: [SBI $9FCDAD9A] Settings (Registry change, nothing done) .
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows NT\Currentversion\winlogon\Userinit

win32.Banker.xe: [SBI $4F8ED4A9] Settings (Registry value, nothing done)
HKEY_LOCAL_MACHINE\SOFTWARE\M1crosoft\Windows
24/n511m3ﬁ<m1mdo:/sd3a0@03/Cmm14:dﬁu..._n_/stcozm/m<mﬁm3wm/ﬂsmx.mxm...

win32.Banker.xe: [SBI $A2C352C0] Settings (Registry key, nothing done)
Ixm<|cmmmm/.cmnpcrquoﬁﬁsmﬂm/zAnﬂomoﬁﬁ/EAngEM/n:11msﬁ<m1mﬁ03/mxu401m1/ﬁhwmmmnou-nmcm-wmwo-wmmw-@mnwmnmwwonmw
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win32.Agent.pz: [SBI $8980C6CD] mmﬁﬁ$=mm (Registry value, fixed)
HKEY_USERS\S-1-5-20\software\Microsoft\windows NT\Currentversion\Network\UID

win32.Agent.pz: [SBI $OF1C75F7] Settings (Registry value, fixed)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows NT\Currentversion\Network\uID

win32.TDSS.rtk: [SBI $4282F672] File (File, fixed)
C:\WINDOWS\system32\twain32\local.ds
Properties.size=0
properties.md5=D41D8CDI8FO0B204E9800998ECF8427E

win32.TDss.rtk: [SBI $177085¢9] File (File, fixed)
C:\WINDOWS\system32\twain32\user.ds
Properties.size=0
Properties.md5=D41D8CDI8FO0B204E9I80099BECFB8427E

win32.TDss.rtk: [SBI $8436cc7B] File (File, fixed)
C:\WINDOWS\system32\twain32\user.ds.111
Properties.size=0
Properties.md5=D41D8CDI8FO0B204E9800998ECF8427E

win32.7TDss.rtk: [SBI $3341D837] Program directory (Directory, fixed)
C:\WINDOWS\system32\twain32\

win32.TDSS.rtk: [SBI $9FCDAD9A] Settings (Registry change, fixed)
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\windows NT\Currentversion\wWinlogon\Userinit

win32.Banker.xe: [SBI $4F8ED4A9] Settings (Registry value, fixed)

HKEY_LOCAL_MACHINE\SOFTWARE\Mi crosoft\windows
ZA/nc11mzﬁ<m1m40:/im:Aomo:/Cmmwmzéﬂn....n"/EHzcosm/m<mﬁm3wN/ﬁsmx.mxm...
win32.Banker.xe: [SBI $A2C352C0] Settings (Registry key, fixed)
ﬂxm<|cmmzm/.umﬂ>cr4/moﬁﬁsm1m/gﬁnwOmOﬁd/si:aosm/nc11m=~<m1m4oz/mxudoﬁm1/ﬁhwmﬂmnop-nmcm-mmwo-ummw-mmﬂmmnmmwcmm
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